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The "Big Bang" of Information Theory
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History

Shannon, C. E. (1948): A mathematical theory of communication, Bell system technical journal, 27, 623-656

Bild: www.theguardian.com

𝑖 𝑥 = −𝑙𝑜𝑔2 𝑝 𝑥
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H20 = 1001000 110010 1001111

01

01 0 1

11 10 01 00



Information

15

Basics

A

{ '1'     '2'     '3'     '4' }

0.25     0.25     0.25     0.25

{ '3'   '4' }

0.5     0.5

{ '1'   '2' }

0.5     0.5

{ '1' }

1.0

{ '2' }

1.0

{ '3' }

1.0

{ '4' }

1.0

?

? ?

questions:        2                    2                    2                    2 

p:                    0.25              0.25               0.25              0.25 

i:                        2                    2                    2                    2 

𝑖 𝑥 = −𝑙𝑜𝑔2 𝑝 𝑥
i

0 1 p

The smaller the probability of a signal, the more informative it is

Information is additive (probabilites are multiplicative)
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H(A) = 2 bit H(B) = 0 bit H(C) = 1.75 bit



How much information can we transmit with different alphabets?
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How much information can we transmit with different alphabets?
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chineseenglish

french german H = 4.0 bit

H = 4.2 bit H = 9.6 bit

H = 3.9 bit



What happens if the probability distribution is more than 1-d?

Joint Entropy
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Joint entropy is the entropy of a 

joint distribution

Can be calculated for an any-

dimensional distribution

Can be interpreted as the average 

number of binary questions 

required to guess a paired signal 

(x,y)



What happens if we have prior knowledge of y when guessing x from (x,y)?

Conditional Entropy
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Information inequality

Compared to entropy H(X) of the target, conditional entropy is the 
reduced uncertainty thanks to having advance knowledge of y when 
guessing x of a pair (x,y)

While for a particular yj, H(X|Y=yj ) can be >, <, or = H(X),                    
on average it holds
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𝐻 𝑋 ≥ 𝐻(𝑋|𝑌)

Information can't hurt! (but there is a catch)



The relation between Joint Entropy, Entropy, and Conditional Entropy

Mutual information

X knows in absolute terms as much about Y as Y knows about X!

In relative terms it may differ
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𝐻 𝑋, 𝑌 = 𝐻 𝑋 + 𝐻 𝑌 𝑋
= 𝐻 𝑌 + 𝐻(𝑋|𝑌)

𝐼 𝑋, 𝑌 = 𝐻 𝑋 − 𝐻 𝑋 𝑌
= 𝐻 𝑌 − 𝐻(𝑌|𝑋)
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Variability (system)
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http://www.insetfair.com
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?

(Conditional) Entropy
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Crossentropy
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Crossentropy measures total uncertainty from 

Variability (data-uncertainty)

Representativity, Consistency, Compression (model-uncertainty)
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Kullback-Leibler divergence
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Kullback-Leibler divergence measures model-uncertainty

𝐷𝐾𝐿 𝑋|| ෠𝑋 = 𝐻𝑐𝑟𝑜𝑠𝑠 𝑋|| ෠𝑋 − H(X)

{ '1'     '2'     '3'     '4' }

0.125  0.125    0.5      0.25

1

p

'1' '4'

0.25

C

'2' '3'

0.125

0.5

𝑝

Ƹ𝑝

DKL(C||A) = 0.25 bit

H(C) = 1.75 bit

H(C||A) = 2 bit



Entropy limits
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Entropy limits
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Limits

H(B) = 0 bit H(A) = 2 bit =  log2(# of bins)



Entropy limits
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Limits

H(A) = 2 bit =  log2(# of bins)H(B) = 0 bit



Entropy limits

Maximum Entropy principle for inference

Jaynes (1957, 2003): "given all known constraints, 
all remaining unknowns should be represented by 
maximum entropy estimates"
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Limits

Jaynes, E. T. (1957), Information Theory and Statistical Mechanics, Physical Review, 106(4), 620-630.

Jaynes, E. T. (2003), Probability Theory: The Logic of Science, Cambridge Univ. Press, Cambridge, UK.

H(B) = 0 bit H(A) = 2 bit =  log2(# of bins)



Koutsoyiannis (2014)

Uses elementary physical constraints and the Maximum Entropy Principle to derive ideal gas law, 
Clausius-Clapeyron relation, and others

40

Limits

Koutsoyiannis, D. (2014), Entropy: From Thermodynamics to Hydrology, Entropy, 16(3), 1287.



Independence, Redundancy, Synergy

What happens to mutual information if more than one predictor exists?

Remember mutual information

41

𝐼 𝑋, 𝑌 = 𝐻 𝑋 − 𝐻 𝑋 𝑌



Independence, Redundancy, Synergy

What happens to mutual information if more than one predictor exists?

Remember mutual information

Independence

Redundancy

Synergy

42

𝐼 𝑋, 𝑌 = 𝐻 𝑋 − 𝐻 𝑋 𝑌

𝐼 𝑋, 𝑌1𝑌2 = 𝐼 𝑋, 𝑌1 + 𝐼 𝑋, 𝑌2

𝐼 𝑋, 𝑌1𝑌2 < 𝐼 𝑋, 𝑌1 + 𝐼 𝑋, 𝑌2

𝐼 𝑋, 𝑌1𝑌2 > 𝐼 𝑋, 𝑌1 + 𝐼 𝑋, 𝑌2



Independence, Redundancy, Synergy
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 independence



Independence, Redundancy, Synergy

44

Y1 Y2 X

1 1 1

1 2 1

2 1 2

2 2 2

1 1 3

2 1 3

1 2 4

2 2 4

Y1 Y2 X

0 0 0

0 0 0

1 1 0

1 1 1

CopyPasteSome data

H(X) = 2

I(X,Y1) = 0.5

I(X,Y2) = 0.5

I(X,Y1Y2 ) = 1

1 = 0.5 + 0.5

 independence

H(X) = 0.81

I(X,Y1) = 0.31
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 redundancy



Independence, Redundancy, Synergy

45

Y1 Y2 X

1 1 1

1 2 1

2 1 2

2 2 2

1 1 3

2 1 3

1 2 4

2 2 4

Y1 Y2 X

0 0 0

0 0 0

1 1 0

1 1 1

Y1 Y2 X

0 0 0

0 1 1

1 0 1

1 1 1

ORCopyPasteSome data

H(X) = 2

I(X,Y1) = 0.5

I(X,Y2) = 0.5

I(X,Y1Y2 ) = 1

1 = 0.5 + 0.5

 independence

H(X) = 0.81

I(X,Y1) = 0.31

I(X,Y2) = 0.31

I(X,Y1Y2 ) = 0.31

0.31 < 0.31 + 0.31

 redundancy

H(X) = 0.81

I(X,Y1) = 0.31

I(X,Y2) = 0.31

I(X,Y1Y2 ) = 0.81

0.81 > 0.31 + 0.31

 synergy



Independence, Redundancy, Synergy

46

Y1 Y2 X

1 1 1

1 2 1

2 1 2

2 2 2

1 1 3

2 1 3

1 2 4

2 2 4

Y1 Y2 X

0 0 0

0 0 0

1 1 0

1 1 1

Y1 Y2 X

0 0 0

0 1 1

1 0 1

1 1 1

OR

Y1 Y2 X

0 0 0

0 1 1

1 0 1

1 1 0

XORCopyPasteSome data

H(X) = 2

I(X,Y1) = 0.5

I(X,Y2) = 0.5

I(X,Y1Y2 ) = 1

1 = 0.5 + 0.5

 independence

H(X) = 0.81

I(X,Y1) = 0.31

I(X,Y2) = 0.31

I(X,Y1Y2 ) = 0.31

0.31 < 0.31 + 0.31

 redundancy

H(X) = 0.81

I(X,Y1) = 0.31

I(X,Y2) = 0.31

I(X,Y1Y2 ) = 0.81

0.81 > 0.31 + 0.31

 synergy

H(X) = 1

I(X,Y1) = 0

I(X,Y2) = 0

I(X,Y1Y2 ) = 1

1 > 0 + 0

 synergy



Independence, Redundancy, Synergy

47

Y1 Y2 X

1 1 1

1 2 1

2 1 2

2 2 2

1 1 3

2 1 3

1 2 4

2 2 4

Y1 Y2 X

0 0 0

0 0 0

1 1 0

1 1 1

Y1 Y2 X

0 0 0

0 1 1

1 0 1

1 1 1

OR

Y1 Y2 X

0 0 0

0 1 1

1 0 1

1 1 0

XORCopyPaste

I, R, S can jointly occur in the same data set and compensate

Some data

H(X) = 2

I(X,Y1) = 0.5

I(X,Y2) = 0.5

I(X,Y1Y2 ) = 1

1 = 0.5 + 0.5

 independence

H(X) = 0.81

I(X,Y1) = 0.31

I(X,Y2) = 0.31

I(X,Y1Y2 ) = 0.31

0.31 < 0.31 + 0.31

 redundancy

H(X) = 0.81

I(X,Y1) = 0.31

I(X,Y2) = 0.31

I(X,Y1Y2 ) = 0.81

0.81 > 0.31 + 0.31

 synergy

H(X) = 1

I(X,Y1) = 0

I(X,Y2) = 0

I(X,Y1Y2 ) = 1

1 > 0 + 0

 synergy



Data processing inequality

"…no processing of Y, deterministic or random, can increase the information that Y contains about X."
(Cover and Thomas, 2006)

48

Conservation, Dissipation, Innovation

Cover, T., and Thomas, J. A. (2006): Elements of Information Theory, Wiley Series in Telecommunications and Signal Processing, Wiley-Interscience, 2006

𝐻 𝑋 𝑌 ≤ 𝐻(𝑋|𝑓(𝑌))
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(Cover and Thomas, 2006)
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Conservation, Dissipation, Innovation

Cover, T., and Thomas, J. A. (2006): Elements of Information Theory, Wiley Series in Telecommunications and Signal Processing, Wiley-Interscience, 2006

𝐻 𝑋 𝑌 ≤ 𝐻(𝑋|𝑓(𝑌))

𝑞𝑜𝑢𝑡 = 𝑓(𝑞𝑖) 𝑞𝑖 = 𝑓(𝑞𝑢) 𝑞𝑢 = 𝑓(𝑞𝑠) 𝑞𝑠 = 𝑓(𝑝)



Data processing inequality

"…no processing of Y, deterministic or random, can increase the information that Y contains about X."
(Cover and Thomas, 2006)
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Conservation, Dissipation, Innovation

Cover, T., and Thomas, J. A. (2006): Elements of Information Theory, Wiley Series in Telecommunications and Signal Processing, Wiley-Interscience, 2006

𝐻 𝑋 𝑌 ≤ 𝐻(𝑋|𝑓(𝑌))

𝑞𝑜𝑢𝑡 = 𝑓(𝑞𝑖) 𝑞𝑖 = 𝑓(𝑞𝑢) 𝑞𝑢 = 𝑓(𝑞𝑠) 𝑞𝑠 = 𝑓(𝑝)

𝑞𝑜𝑢𝑡 = 𝑓(𝑞𝑖) 𝑞𝑖 = 𝑓(𝑞𝑢) 𝑞𝑢 = 𝑓(𝑞𝑠) 𝑞𝑠 = 𝑓(𝑝)

Why building models as series of data transformations, 

if no information is gained?



Variability and Innovation
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Conservation, Dissipation, Innovation



Variability and Innovation

H(U,V) = 13.28 bit
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𝑋 = 𝑈 + 𝑉

100 x 100 distinguishable states



Variability and Innovation

H(U,V) = 13.28 bit

H(X|U,V) = 0 bit
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𝑋 = 𝑈 + 𝑉

100 x 100 distinguishable states



Variability and Innovation

H(U,V) = 13.28 bit

H(X|U,V) = 0 bit
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𝑋 = 𝑈 + 𝑉

100 x 100 distinguishable states

200 distinguishable states



Variability and Innovation

H(U,V) = 13.28 bit

H(X|U,V) = 0 bit

H(X) = 7.36 bit < 13.28 bit!

55

Conservation, Dissipation, Innovation

𝑋 = 𝑈 + 𝑉

200 distinguishable states

100 x 100 distinguishable states



Variability and Innovation

H(U,V) = 13.28 bit

H(X|U,V) = 0 bit

H(X) = 7.36 bit < 13.28 bit!
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𝑋 = 𝑈 + 𝑉

Are things getting ever more boring?

How then does a random-number generator work?

𝐻 𝑋 = 𝑓(𝑈, 𝑉) ≤ 𝐻(𝑈, 𝑉)
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Are things getting ever more boring?

How then does a random-number generator work?

Why building models if no information is gained?



Independent events
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x5

U

V

X

𝑋 = 𝑓 𝑈, 𝑉 

Are things getting ever more boring?

How then does a random-number generator work?

Why building models if no information is gained?



Independent events

Order & memory does the trick!
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𝑋𝑡 = 𝑓 𝑈, 𝑉, 𝑋𝑡−1

𝑋 = 𝑓 𝑈, 𝑉

u1 u5u4u3u2

v1 v5v4v3v2

x1 x5x4x3x2

Rainfall

Soilmoisture

Streamflow

1 2 3 4 5t    =





x5

U

V

X



Order & Memory!

H(U,V) = 13.28 bit
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𝑋𝑡 = 𝑈 + 𝑉 + 𝑋𝑡−1



Order & Memory!

H(U,V) = 13.28 bit

after 11000 timesteps

H(X) = 13.42 bit > 13.28 bit!
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𝑋𝑡 = 𝑈 + 𝑉 + 𝑋𝑡−1

𝐻 𝑋𝑡 = 𝑓(𝑈, 𝑉, 𝑋𝑡−1) > 𝐻(𝑈, 𝑉) is possible!



Equation-based models

Recursion/Memory terms!
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𝑠𝑢,𝑡 = 𝑠𝑢,𝑡−1 + 𝑞𝑠,𝑡 − 𝑒𝑡 − 𝑞𝑢 − 𝑞𝑝𝑒𝑟𝑐



Data-based models
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Long Short-Term Memory (LSTM) NetworkNeural Network



Random-number generator

Linear congruential generator
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𝑥𝑡 = 𝑎 ∙ 𝑥𝑡−1 + 𝑏 𝑚𝑜𝑑 𝑚



Applications

Neuper and Ehret (2019)

Quantify the information effect of limited sample size and number of predictors

65 Neuper, M., and U. Ehret (2019): Quantitative precipitation estimation with weather radar using a data- and information-based approach, Hydrol. Earth Syst. Sci., 23(9), 3711-3733.

?



Applications

Neuper and Ehret (2019)

Quantify the information effect of deterministic compression

H(RR) = 1.90 bit

H(RR|dBZ) = 1.61 bit

Hcross(RR|dBZ||Marshall-Palmer) = 5.04 bit (!)

66 Neuper, M., and U. Ehret (2019): Quantitative precipitation estimation with weather radar using a data- and information-based approach, Hydrol. Earth Syst. Sci., 23(9), 3711-3733.



Tishby et al. (2000) 

Propose an information-based mechanism for feature extraction in ML

We want to use X to predict Y

We only need the part in X that is informative about Y

We can squeeze X through a bottleneck formed by a limited set of
codewords ෩𝑿, which preserves information about Y

There is a tradeoff between compressing the representation and    
preserving meaningful information

67

Applications

N Tishby, F. Pereira, and W. Bialek (2000): The information bottleneck method. https://arxiv.org/pdf/physics/0004057.pdf Slide courtesy of H. Gupta

Minimize Mutual Information

between 𝐗 and ෩𝑿 to 

achieve a minimal representation

Maximize Mutual Information

between ෩𝑿 andY to 

achieve a good prediction

Lagrange multiplier ß > 𝟎
balances the constraints



Information Theory …

provides measures for information content of data, prior knowledge, models

is a general framework for system analysis and model building

is discipline-independent

68

Summary

www.victorinox.com



Papers

Shannon, C. E. (1948): A mathematical theory of communication, Bell system technical journal, 27, 623-
656, citeulike-article-id:1584479. The big bang paper

Kullback, S., and Leibler, R. A. (1951): On Information and Sufficiency, Ann. Math. Statist., 22, 79-86, 
10.1214/aoms/1177729694. Another classic

Weijs, S. (2011): Information Theory for Risk-based Water System Operation, PhD thesis, Faculty of Civil 
Engineering & Geosciences, section Water Resources Management, TU Delft, The Netherlands, Delft, 
210 pp. Very accessible and applied

Pechlivanidis, I.G.; Jackson, B.; McMillan, H.; Gupta, H.V. (2016): Robust informational entropy-based
descriptors of flow in catchment hydrology. Hydrol. Sci. J. , 61, 1–18. Robust binning

Knuth, K. H. (2019): Optimal data-based binning for histograms and histogram-based probability density 
models, Digital Signal Processing, 95, 102581. Optimal binning

Kumar, P., and Ruddell, B. L. (2010): Information Driven Ecohydrologic Self-Organization, Entropy, 12, 
2085-2096, 10.3390/e12102085. Application to Ecohydrological context
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Further reading



Textbooks

Cover, T., and Thomas, J. A. (2006): Elements of Information Theory, Wiley Series in 
Telecommunications and Signal Processing, Wiley-Interscience. Rigorous, comprehensive, the must-have

Singh, V. P. (213): Entropy Theory and its Application in Environmental and Water Engineering, John 
Wiley & Sons, Ltd. Various application examples

Journals

Entropy (MDPI) https://www.mdpi.com/journal/entropy. All kinds of disciplines and applications

Tutorials

Nicholas Timme and Christopher Lapish: A Tutorial for Information Theory in Neuroscience. 
https://www.eneuro.org/content/5/3/ENEURO.0052-18.2018. Great tutorial for newcomers
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Further reading

https://www.eneuro.org/content/5/3/ENEURO.0052-18.2018
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